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ANONYMIZING SELECTED CONTENT IN A
DOCUMENT

tive information. The sanitiZed document gives aWay limited
information While keeping aWay the sensitive information in
the document. FIG. 1 illustrates an example U.S. government
document 100 that has been sanitiZed prior to release. The

BACKGROUND OF THE INVENTION

document 100 contains content or information 110 Which are
visible to a reader and contents that have been blackened 120
Which are not visible to a reader of the document. The docu
ment 100 is a typical example of a sanitiZed document Which

1. Technical Field

The present invention relates to anonymiZing selected
information or content Within a document, and more particu

larly to identifying and concealing by appropriate means all
sensitive or critical contents from the document based on user

gives limited information to a reader. In this particular case,
the sanitiZed document 100 gives limited information, such as

access privileges and a context, such that the document may

the purpose and the funding amount, on an erstWhile secret

be distributed to across a broader audience.

medical research project, While hiding the names of the fund

2. Description of the Related Art

ing sources, principal investigators and their af?liation,

Documents containing private and sensitive information

Which is not required to be disclosed to general readers of the
document.
A disadvantage With knoWn systems and method of sani

occasionally need to be released to a broader audience. U.S.

Pat. No. 7,184,947 describes a document anonymity setting
device comprises a document input means inputting a docu
ment, a speci?city calculating means extracting an expression
specifying a person from the input document and for calcu
lating a speci?city to evaluate a degree of speci?city at Which
the expression specifying a person, and an anonymity setting
processing means reWriting With anonymity setting a expres
sion in the input document having a speci?city Which is
greater than a predetermined threshold. The speci?city cal

tiZing documents manually makes it subjective and prone to
judgmental errors. Moreover, given the amount of effort

involved and limited supply of quali?ed revieWers, manual
20

sanitiZation is an expensive and time-consuming process.
Therefore, Without a Way to provide an improved method of

sanitiZing documents, speci?cally contents available Within a
document, the promise of this technology may never be fully
achieved.

culating unit extracts a person name and a modi?cation 25

SUMMARY

expression from the input document and calculates a speci
?city to evaluate a degree of speci?city at Which the person
name and modi?cation expression thus extracted can specify
a person. The anonymity setting processing unit reWrites a
person name and a modi?cation expression Which have speci

A method and system for anonymiZing (concealing) criti

?city greater than a predetermined threshold through reWrit

cal and/or sensitive information in a document is disclosed.
The concealing of critical and/or sensitive information in a
document is hereinafter referred to as sanitiZation of a docu

ing to meaningless expression, rewriting to 10W speci?city
setting, and reWriting to encrypted expression. This document

ment. SanitiZation of a document involves removing sensitive
information from the document, so that it may be distributed

deals With the problem of automatically identifying the sen
sitive personal information in a given document. This is done

30

to a broader audience. Such sanitiZation is needed While
35

by ?rst identifying personal names and modifying expression
via lexical and syntactic analysis. Next, the probability of
these identifying a speci?c person is calculated. Phrases hav
ing a probability more than a threshold are removed.

In recent years, the document data Which include personal
information. For example, there are questionnaire ansWers, a
complaint or an electronic mail. There is a problem in that the
existence of a company is threatened if the personal informa
tion leak out of a company. Therefore, it is necessary to

40

properly conceal information about personal information
before analyZing the document data. Conventionally, per

45

taken as input along With the identity of a user, the user being
the intended vieWer of the document. The document is then
sanitiZed by removing the pre-de?ned terms such that the user
cannot match the sanitiZed document With any entity that the
user is not authoriZed to access. A small set of terms is
identi?ed to remove so that the distortion caused on the docu

50

a Worker to decide Whether a modi?cation expression related
to a personal name or a person Which is described belongs to

information protected as the personal information or does not
need to be protected like information about a public person.
Therefore, there is a problem in that the propemess for con

medical records, etc. The present invention is a system and
method that performs automatic sanitiZation of a document
With the help of a database containing information about a set
of entities. Further, access control is de?ned over the database
that de?nes speci?c access for each user, de?ning the subset
of entities that the user is authoriZed to access. A document is

sonal information such as person name, phone number, credit
card number, and etc. included in the document data or the
like have been concealed manually. In the conventional con

cealment of the personal information, hoWever, it is hard for

declassifying documents involving sensitive or con?dential
information such as corporate emails, intelligence reports,

ment is kept minimal.
The method and system in accordance With the present
invention is con?gured to exploit a database of entities to
identify the most important pre-de?ned terms to be removed
from the document. The terms are identi?ed after considering
the overall information (hereinafter also referred to as con

cealing the personal information is varied depending on each

tent) present in a document causing minimal distortion to the
document. The method and system sanitiZes a given docu

person. For this reason, When a Worker conceals a personal

ment in a dynamic fashion based on the access rights

55

data the Worker’s skill and knoWledge for concealing the

accorded for the vieWer Who has the rights to vieW the docu

personal information should exceed a certain level. There
fore, the cost of concealing the personal information manu

ment With the folloWing properties: (i) only the information a
60

ally is increased easily.
For example, the ?ght to information regulations in most
countries alloWs general public to request access to govem
ment documents. In most cases such documents contain sen

sitive information not critical to the information sought.
There is a need therefore to sanitiZe (redact) the document by
removing terms in the document that tend to disclose sensi

65

vieWer is not alloWed to see is hidden from vieW. (ii) The
output sanitiZed document can be different for tWo different
persons With different access rights. Other embodiments are
also disclosed.
The foregoing is a summary and thus contains, by neces

sity, simpli?cations, generalizations, and omissions of detail;
consequently, those skilled in the art Will appreciate that the
summary is illustrative only and is not intended to be in any

US 7,831,571 B2
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Way limiting. Other aspects, inventive features, and advan
tages of the present invention, as de?ned solely by the claims,
Will become apparent in the non-limiting detailed description

should be ?ltered and a document presented to the vieWer Will
not contain such con?dential and/or secure information.

FIG. 2B is a block diagram illustrating a computing device
205 in Which the invention may be implemented. The com

set forth beloW.

puting device 205 employs a peripheral component intercon
nect (PCI) local bus architecture. Although the depicted

BRIEF DESCRIPTION OF THE DRAWINGS

example employs a PCI bus, other bus architectures such as

Accelerated Graphics Port (AGP) and Industry Standard

The present invention may be better understood, and its
numerous objects, features, and advantages made apparent to
those skilled in the art by referencing the accompanying

memory 202 are connected to PCI local bus 206 through PCI

draWings.

bridge 208. PCI bridge 208 also coupled the anonymiZing

Architecture (ISA) may be used. Processor 202 and main

unit 207 and may also include an integrated memory control
ler and cache memory for processor 202. Additional connec
tions to PCI local bus 206 may be made through direct com
ponent interconnection or through add-in boards. In the

FIG. 1 (prior art) illustrates an example US. government
document 100 that has been sanitiZed prior to release.
FIG. 2A illustrates an exemplary embodiment of a system
200 With a document anonymity setting unit according to the

depicted example, local area netWork (LAN) adapter 210,

present invention.

SCSI host bus adapter 212, and expansion bus interface 214

FIG. 2B illustrates an exemplary block diagram of the

are connected to PCI local bus 206 by direct component

system 205 With the anonymity setting unit in accordance
With the present invention.
FIG. 3 illustrates an exemplary embodiment of a method

connection. In contrast, audio adapter 216, graphics adapter
20

bus 206 by add-in boards inserted into expansion slots.

300 that is executed in accordance With the present invention.
FIG. 4 illustrates an exemplary embodiment of the step 330
of FIG. 3.
DETAILED DESCRIPTION

Expansion bus interface 214 provides a connection for a

keyboard and mouse adapter 220, modern 222, additional
memory 224 and an audio/ video capture adapter 240. Small
25

CD/DVD-Drive 230. Typical PCI local bus implementations
Will support three or four PCI expansion slots or add-in con

of an example of the invention and should not be taken to be

nectors.
30

An operating system runs on processor 202 and is used to

coordinate and provide control of various components Within
the computing device 205 of FIG. 2B. The operating system

de?ned in the claims following the description.
FIGS. 2A and 2B depict an exemplary embodiment of a
pictorial representation of a system 200 consisting of a num
ber of computing device 205 coupled With a document ano

computer system interface (SCSI) host bus adapter 212 pro
vides a connection for hard disk drive 226, tape drive 228, and

The folloWing is intended to provide a detailed description

limiting of the invention itself. Rather, any number of varia
tions may fall Within the scope of the invention, Which is

218, and audio/video adapter 219 are connected to PCI local

may be a commercially available operating system, such as

WindoWs XP®, Which is available from Microsoft Corpora
35

tion or AIX®, Which available from International Business

nymity setting unit 207 Which the present invention may be

Machines Corp. An object oriented programming system

implemented. In accordance With one embodiment of the
invention, the computing device can include devices such as

tem and provide calls to the operating system from Java

such as Java may run in conjunction With the operating sys

a desktop computer, laptop computer, Personal Digital Assis
tants, Mobile Phones etc. It should be apparent to a person
skilled in the art that any device comprising at least a memory

and a processor capable of performing computations or
executing any softWare instructions on the processor falls
Within the scope of this invention.
The system 200 consisting of a computing device 205
Which is coupled to a anonymiZing unit 207. The anonymiZ
ing unit 207 further consists of a receiving unit 210 Which is
con?gured to receive a document. The anonymiZing unit also
207 also consists of a processing unit 220 Which is coupled to
a repository 240. The document provided as input to the

40

tems, Inc. Instructions for the operating system, the object
oriented operating system, and applications or programs are
located on storage devices, such as hard disk drive 226, and
may be loaded into main memory 204 for execution by pro
45 cessor 202.

A program or softWare stored on the storage device directly
loadable into the internal memory of a computing device 205,
is typically referred to as a computer program product. The
softWare typically containing code or set of instructions tan
50

system 200 is ?nally output by the output unit 230 after the
document has been processed by the processing unit 220.

device 205, and the computer program product When
executed on the computing device is capable of performing

In accordance With the present invention, a document con
55

anonymiZing of the selected content from the document pro
vided as input to the system.
The process of anonymiZing includes receiving as input a
document comprising content at the computing device 205.
Once the document containing content is received, a set of

60

users to vieW the document is identi?ed and user access
privileges to the users based on an access control policy are

bene?t audience in a certain context. In one embodiment of

the invention, the document can be in the form of an electronic
mail, a technical report, a medical report, an insurance report,
a document containing textual content, a document contain

ing textual content and objects such as images, Web pages and
so on. It should be obvious to a person skilled in the art that

any content represented in the form of a document falls Within
the scope of this invention. Typically such a document, con
taining content or information, contains con?dential or
secure data Which may not be required to be vieWed by all
users having access to the document. When accessed by vieW
ers Without privileges such con?dential or secure content,

gibly embodied in a data signal con?gured to anonymiZe
selected content (the classi?ed and/or secure content) in the
document Which is provided as an input to the computing

taining content and is provided as an input. Content is typi

cally created by individuals, institutions and technology to

programs or applications executing on data processing com
puting device 205. “Java” is a trademark of Sun Microsys

assigned to the selected users. In one embodiment, the access
control policy for the user based on a context and a set of
65

pre-de?ned named entities stored in a repository. Named
entities, i.e., the con?dential content is identi?ed in the docu
ment. The named entities that are identi?ed in the document
are compared With the named entities that are pre-de?ned

US 7,83l,57l B2
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based on the context and retrieved from a repository. For all
matching named entities in the tWo set, the named entities are
concealed from the user based on the access privileges that are
de?ned based on the context. After the terms are concealed,

In one embodiment, the repository is preferably a struc
tured database. The named entities preferably include secu

rity sensitive Words, characters or objects, Where the objects
may be data objects, images etc. Advantageously, in accor

the document is veri?ed, and the neW document generated

dance With the present invention only a minimum number of

With the con?dential terms concealed are output to the user

named entities that are identi?ed are concealed in the docu

for vieWing.

ment thereby making the process simpler, secure and faster to

implement.

Those of ordinary skill in the art Will appreciate that the
hardWare in FIG. 2B may vary depending on the implemen
tation. Other internal hardWare or peripheral devices, such as

FIG. 4 illustrates an exemplary embodiment of the step 330
of FIG. 3. In one embodiment, the repository 340A is also
con?gured to store historical data on previous access privi
leges for users, Which Will advantageously be used for creat

?ash ROM (or equivalent nonvolatile memory) or optical disk
drives and the like, may be used in addition to or in place of
the hardWare depicted in FIG. 2B. Also, the processes of the
present invention may be applied to a multiprocessor data

ing a user access control policy. Based on the historical data in
step 335, the user access privilege can be dynamically com

puter and in step 345, the named entities based on the histori
cal data and the context, thereby dynamically as sign the con
text and the user access privilege. The results of step 335 and
345 are advantageously combined to performing matching of

processing system. The depicted example in FIG. 2B and
above described examples is not meant to imply architectural
limitations. For example, system 200 of FIG. 2A containing
the computing device 205 of FIG. 2B also be a portable

named entities Which have been dynamically computed, for
electronic devices or hand held devices or may also be a kiosk
20 example by the system 200 of FIG. 2, and control is then
or a Web appliance.
passed to step 350 of FIG. 3.
FIG. 3 illustrates an exemplary embodiment of a method
300 that is executed in accordance With the present invention.
In step 310 a document containing content is received as
input. A document that has no content Which is received is not

processed. The document received as input in step 310 is
identi?ed either by the system 200 de?ned in FIGS. 2A and

25

sitive or con?dential information such as corporate emails,

intelligence reports, medical records, etc. Consider for
example, a publicly available database of entities (persons,
products, diseases, etc.). Each entity in this database is asso

2B or may be requested by a user or set of users. In step 320,
the set of user for vieWing the document may be determined.
Each of the user identi?ed in the set of user to vieW the

contents of the document Will be assigned user access privi

30

leges to the contents based on the user itself and also on the

context of the document. In step 330, user access privileges
are assigned to the user based on the context of either prepa

base of person entities, the secret agents can be marked as

the context, a set of pre-de?ned named entities (con?dential

protectediWe are interested in protecting the privacy of
these agents in intelligence reports, it does not matter if the
identity of any other person is revealed.

or secure entities) is de?ned and these can vary for each use

Several users of the database and access control are de?ned
40

have different privileges, Wherein User1 may not be permit

45

advantageous to decide user access privileges based on the
context the document Was prepared and the context the docu
ment needs to be vieWed. In step 325, While user access is

being processed, a set of named entities (con?dential or

then the user gets an indication that the entity is being men
50

secure content) is identi?ed Within the document itself. In one

tioned in the given document. This is prevented by removing
certain terms from the documentithese terms need to be
selected such that no protected entity can be inferred as being

the repository 340 or based on the context the document Was

mentioned in the document by matching the remaining terms
With the entity database.

prepared or based on the context the document is being
55

Once the named entities are identi?ed in the document and
the user access privileges and the set of pre-de?ned named
entities are available from the repository 340, the tWo set of

named entities are compared and a matching is performed
betWeen the set of named entities. Preferably, all named enti
ties that are identi?ed in the pre-de?ned set of named entities
from the repository 340, based on the various different con
ditions described previously are concealed in the document
and a validity check is performed on the document. After the
validity check is performed, a neW document is output in step
360, Wherein the neW document that is output has all named
entities identi?ed concealed.

of the document. Given a document, a user (an intended
vieWer of the document) can match the terms present in the
document With the terms present in the context of each of the
protected entities. If the document contains a group of terms

that appear together only in the context of a particular entity,

embodiment, these could be generic content that is present in
vieWed or a combination of any of these.

for each user. The access control speci?es the subset of enti
ties that the user is authorized to see; the rest of the entities are

considered protected for the particular user. Thus, the set of
protected entities may differ according to the intended vieWer

ted to vieW any ?nancial data in the document.
The user access privileges and the context, the set of pre

de?ned named entities is advantageously stored in a reposi
tory 340. Maintaining such data in the repository 340 is

ciated With a set of terms related to the artifact represented by
the entity, Where the set of terms is de?ned by the context of
the entity. Assume that some of the entities in the database are
considered protected; these are the entities that need to be

protected against identity disclosure. For instance, in a data

rations of the document or vieWing of the document. Based on

depending on the users’ hierarchy. For example, in one con
text Userl can be assigned privileges to vieW all content
except the names of people appearing in the content of the
document, Whereas in another context the same Userl may

AnonymiZation of selected content in a document, involves
removing sensitive information from the document, so that it
may be distributed to a broader audience. Such anonymiZa
tion is needed While declassifying documents involving sen

60

The input to the system 200 of FIGS. 2A and 2B is a
document, and the identi?er of the person Who Wants to vieW

the document (the vieWer), a database of entities E (typically
de?ned in a repository 240), a parameter K (higher value of K
means higher level of privacy needed). The output is a docu
ment Wherein selected terms have been anonymiZed thereby
providing What is typically referred to as a sanitiZed docu
ment With the smallest number of terms removed.

65

This is performed by the folloWing steps. Based on the
identity of the vieWer, get the set of entities L in the database
that should not be disclosed to the vieWer, Which are depen
dent on a context, the context either being the time of prepa
ration of the document or the vieWing context of the docu

US 7,831,571 B2
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ment or any other such context. This list is maintained

that reference be made to the appended claims for determin
ing the scope of the invention.
While particular embodiments of the present invention
have been shoWn and described, it Will be obvious to those
skilled in the art that, based upon the teachings herein, that

implicitly or explicitly by the system 200 for each user, and is
similar to the access control list (ACL) maintained in data
base systems. Let T be the set of terms (named entities) in the
given document. For each subset S of T (considered in order
of increasing cardinality). Consider the document D' obtained
by removing all occurrence of the terms in S from the given
document(set of terms in D'IT-S). For each subset S' of T-S,

changes and modi?cations may be made Without departing
from this invention and its broader aspects. Although the
invention has been described With reference to the embodi
ments described above, it Will be evident that other embodi
ments may be alternatively used to achieve the same object.
The scope of the invention is not limited to the embodiments
described above, but can also be applied to softWare programs

Let P be de?ned as the set of entities in E that contain all the

terms in S'. If (a) the siZe ofP is less than K, and (b) L and P
contain a common entity, then S' is “dangerous”. If no dan
gerous subsets found in step (b), return D' as the output.

A pseudo code for generating the sanitiZed document is

and computer program products in general. It should be noted

outlined beloW:

that the above-mentioned embodiments illustrate rather than
limit the invention and that those skilled in the art Will be able

Input:

to design alternative embodiments Without departing from
the scope of the appended claims. In the claims, any reference

(i) A database of entities E, along With access control
mechanism that identi?es for each user, a subset of entities
that the user is authorized to see.

(ii) A document D.

(iii) A security parameter K.
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(iv) The identity of a user u, Who is the indented vieWer of

the sanitiZed output document

de?ned by the appended claims. It Will be understood by

Output: A anonymiZed (sanitiZed) document obtained from
D.

Procedure:
1. Parse the document and identify a set of relevant terms T
in the document.
2. Using the access control mechanism, ?nd the set L5E of
entities that are protected for the given user u.
3. For each subset SgT do:
(a) Find the entities P Which contain all terms in S in their

signs should not limit the scope of the claim. The invention
can be implemented by means of hardWare comprising sev
eral distinct elements. Therefore, the appended claims are to
encompass Within their scope all such changes and modi?ca
tions as are Within the true spirit and scope of this invention.
Furthermore, it is to be understood that the invention is solely

25

those With skill in the art that if a speci?c number of an

30

introduced claim element is intended, such intent Will be
explicitly recited in the claim, and in the absence of such
recitation no such limitation is present. For non-limiting
example, as an aid to understanding, the folloWing appended
claims contain usage of the introductory phrases “at least

35

ever, the use of such phrases should not be construed to imply
that the introduction of a claim element by the inde?nite
articles “a” or “an” limits any particular claim containing
such introduced claim element to inventions containing only

one” and “one or more” to introduce claim elements. HoW

context i.e.

one such element, even When the same claim includes the

(b) if P has less than K entities and L and P have a
common entity, mark S as dangerous.
4. Let T* be the largest set that Was not marked dangerous

in Step 3.
5. Output T*
One of the preferred implementations of the invention is a
client application, namely, a set of instructions (program
code) in a code module that may, for example, be resident in
the random access memory of the computer. Until required by
the computer, the set of instructions may be stored in another
computer memory, for example, in a hard disk drive, or in a
removable memory such as an optical disk (for eventual use in
a CD ROM) or ?oppy disk (for eventual use in a ?oppy disk
drive), or doWnloaded via the Internet or other computer

introductory phrases “one or more” or “at least one” and
inde?nite articles such as “a” or “an”; the same holds true for
the use in the claims of de?nite articles.
40

What is claimed is:
1. A method for anonymiZing selected content in a docu

ment, the method comprising:
receiving as input a document comprising content;
45

determining a ?rst context in Which said document Was

prepared;
determining a second context in Which said document is

permitted to be vieWed;

netWork. Thus, the present invention may be implemented as

identifying named entities and at least tWo types of named
entity data of said named entities in the document based

a computer program product for use in a computer. In addi
tion, although the various methods described are conve

assigning a user access privilege to said user based on

niently implemented in a general purpose computer selec
tively activated or recon?gured by softWare, one of ordinary

50

on said ?rst context and said second context;

55

skill in the art Would also recogniZe that such methods may be
carried out in hardWare, in ?rmWare, or in more specialiZed

With a pre-de?ned set of named entities and at least one

type of named entity data identi?ed for said user With

apparatus constructed to perform the required method steps.

said user access privilege to vieW the document based on

The accompanying ?gures and this description depicted
and described embodiments of the present invention, and
features and components thereof. Those skilled in the art Will

60

invention should not be limited to use solely in any speci?c

be considered in all respects as illustrative, not restrictive, and

the ?rst context and the second context;

concealing the named entities identi?ed in the document
that match With the pre-de?ned set of named entities and
said at least one type of named entity data; and

appreciate that any particular program nomenclature used in
this description Was merely for convenience, and thus the

application identi?ed and/ or implied by such nomenclature.
Therefore, it is desired that the embodiments described herein

historical data of previous access privileges for said user,
said ?rst context, and said second context;
comparing the named entities identi?ed in the document

65

providing as output an anonymiZed document to the user,
Wherein the set of pre-de?ned named entities and said at

least one type of named entity data have been concealed,
and another of said at least tWo types of named entity

US 7,831,571 B2
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data of said named entities is displayed to said user, but

tWo types of named entity data of said named entities is

is concealed to another user Without said user access

displayed to said user, but is concealed to another user
Without said user access privilege.

privilege.
2. The method of claim 1, further comprising:

13. The system of claim 12, Wherein the processing unit is
further con?gured to assign user access privileges to the iden

assigning user access privileges to the identi?ed users to
vieW the document based on an access control policy, the
access control policy for the user is based on a context.

policy, the access control policy for the user is based on a

3. The method of claim 1, Wherein the pre-de?ned set of

context.

ti?ed users to vieW the document based on an access control

14. The system of claim 13, Wherein the pre-de?ned set of

named entities and access control policy are stored in a

repository.

named entities and access control policy are stored in a

4. The method of claims 3, Wherein the repository is a
structured database.
5. The method of claim 1, Wherein the named entities

repository, and the repository is a structured database.
15. The system of claims 12, Wherein the named entities
includes security sensitive Words, characters or objects.
16. The system of claim 12, Wherein user access privileges
for vieWing the document vary for the users depending on the

include security sensitive Words, characters or objects.
6. The method of claim 5, Wherein the objects include data
objects or images.

context.

7. The method of claim 1, Wherein the user access privi

leges for vieWing the document vary for the users depending
on the context.

8. The method of claim 7, Wherein the user access privi

20

leges are dynamically assigned.

includes electronic mail or reports or Web pages.

9. The method of claim 8, Wherein rules for dynamically

19. The system of claim 12, Wherein said at least tWo types
of named entity data of said named entities further comprise

assigning user access privileges are based on historical data

stored in a repository.
10. The method of claim 1, Wherein the document includes

one of names of people and ?nancial data.
25

electronic mails or reports or Web pages.

11. The method of claim 1, Wherein said at least tWo types

of named entity data of said named entities further comprise
30

a receiving unit for receiving a document as input, the

prepared;

a processing unit con?gured to:

determining a second context in Which said document is

permitted to be vieWed;

determine a ?rst context in Which said document Was
35

determine a second context in Which said document is

permitted to be vieWed;

assigning a user access privilege to said user based on

historical data of previous access privileges for said user,
said ?rst context, and said second context;
comparing the named entities identi?ed in the document

based on said ?rst context and said second context;
assigning a user access privilege to said user based on

historical data of previous access privileges for said
user, said ?rst context, and said second context;
compare the named entities identi?ed in the document
With a pre-de?ned set of named entities and at least
one type of named entity data identi?ed for said user

With a pre-de?ned set of named entities and at least one

type of named entity data identi?ed for said user With
said user access privilege to vieW the document based on

the ?rst context and the second context;

concealing the named entities identi?ed in the document
that match With the pre-de?ned set of named entities and
said at least one type of named entity data; and

With said user access privilege to vieW the document
based on the ?rst context and the second context,

of named entity data; and
conceal the matching named entities; and
a output unit con?gured to output an anonymiZed docu
ment, Wherein the named entities in the document
matching With the set of per-de?ned named entities and
said at least one type of named entity data that are con
text oriented are concealed, and another of said at least

identifying named entities and at least tWo types of named
entity data of said named entities in the document based
on said ?rst context and said second context;

identify named entities and at least tWo types of named
entity data of said named entities in the document

match the named entities in the document With the pre
de?ned set of named entities and said at least one type

receiving as input a document comprising content;
determining a ?rst context in Which said document Was

document comprising content;

prepared;

20. A computer storage medium readable by a computing
device tangibly embodying a program of instructions execut
able by said computing device for performing a method to
anonymiZe selected content in a document, said method com

prising:

one of names of people and ?nancial data.

12. A system comprising:

17. The system of claim 16, Wherein the user access privi
leges are dynamically assigned based on historical access
data stored in a repository.
18. The system of claim 14, Wherein the documents
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providing as output an anonymiZed document to the user,
Wherein the set of pre-de?ned named entities and said at

least one type of named entity data have been concealed,
and another of said at least tWo types of named entity
data of said named entities is displayed to said user, but
is concealed to another user Without said user access

privilege.

